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Intelligence has continued to occupy an indispensable place in 
the world relatively due to the much expectations from intelligence agencies to proffer vital information 
that could be shared both from within and outside their security sphere of influence for the purpose of 
containing diverse
prevention or border control. Nevertheless, intelligence tasks
namely: planning and direction, gathering information a
and storing, intelligence analysis of information and intelligence dissemination.
stages remains
quantitative
intelligence
However, the study considerably examines intelligence processes 
NCS Customs Intelligence Unit (CIU) towards securing the Nigerian borders.
 
 
 
 
 

 

INTRODUCTION 
 

The fact that border security management had always been 
fundamental to effective customs operations is beyond doubt, 
however, this has taken a more dynamic shape in the twenty
first century. As a result, the traditional procedures of physical 
border controls over the movement of goods and people using 
documentary checks and physical inspection had become 
altered with more emphasis on intelligence proc
procedures that are technologically advanced and
designed to identify illegal activities at the borders (
Modernization Handbook, 2005). Evidence abounds that the 
21st century earmarked the increasing complexity, speed, and
volume of international trade, fueled by the technological 
advances that have revolutionized global trading practices, and 
also, have significantly affected the way customs authorities 
carry out their responsibilities. 
 

Currently, the Customs have access to a w
information sources from within the organization, and through 
exchanges with other local, state, and federal law enforcement 
and Intelligence Community partners. For instance, to make 
more efficient use of all available resources, US CBP is 
transitioning to a user access defined, collaborative intelligence 
processing system where intelligence professionals from across 
the CBP information environment, have greater situational 
awareness and access, as appropriate, to all internal CBP 
intelligence and law enforcement information in a centralized 
repository (US CBP Report, 2018; 4-5). It was strongly 
believed that the use of a common information system to 
aggregate all available intelligence from both external agencies 
and the CBP IE would allow CBP to deliver a more 
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ABSTRACT 

Intelligence has continued to occupy an indispensable place in the maintenance of border security across 
the world relatively due to the much expectations from intelligence agencies to proffer vital information 
that could be shared both from within and outside their security sphere of influence for the purpose of 

aining diverse security threats along existing borders. Thus, intelligence is critical to crime 
prevention or border control. Nevertheless, intelligence tasks could be delineated into five major stages, 
namely: planning and direction, gathering information and conducting research, information processing 
and storing, intelligence analysis of information and intelligence dissemination.
stages remains highly crucial to border security sustenance. Therefore through the use of both 
quantitative and qualitative methods of analysis, the paper focuses on one aspect of these five stages of 
intelligence- intelligence processes, its challenges and relevance to border security maintenance. 
However, the study considerably examines intelligence processes 
NCS Customs Intelligence Unit (CIU) towards securing the Nigerian borders.

The fact that border security management had always been 
fundamental to effective customs operations is beyond doubt, 

dynamic shape in the twenty-
first century. As a result, the traditional procedures of physical 
border controls over the movement of goods and people using 
documentary checks and physical inspection had become 
altered with more emphasis on intelligence processes and 
procedures that are technologically advanced and specifically 
designed to identify illegal activities at the borders (Customs 

Evidence abounds that the 
21st century earmarked the increasing complexity, speed, and 

e of international trade, fueled by the technological 
advances that have revolutionized global trading practices, and 
also, have significantly affected the way customs authorities 

Currently, the Customs have access to a wide variety of 
information sources from within the organization, and through 
exchanges with other local, state, and federal law enforcement 
and Intelligence Community partners. For instance, to make 
more efficient use of all available resources, US CBP is 
transitioning to a user access defined, collaborative intelligence 
processing system where intelligence professionals from across 
the CBP information environment, have greater situational 
awareness and access, as appropriate, to all internal CBP 

ce and law enforcement information in a centralized 
5). It was strongly 

believed that the use of a common information system to 
aggregate all available intelligence from both external agencies 

BP to deliver a more 

comprehensive common intelligence picture. As vividly 
indicated as follows: 
 

This collaborative information environment also will enable 
CBP to respond more rapidly to any specific or immediate 
operational need for intelligence and to 
quickly to its end users. This centralized information repository 
will allow authorized users to access, research, and leverage 
data through a range of services to support all phases of the 
Intelligence Cycle, which will enable greater sha
information and knowledge while fostering collaboration 
among CBP intelligence entities. CBP is also responsible for 
disseminating information to a wide variety of stakeholders, to 
include local, state, other federal law enforcement agencies, and 
the Intelligence Community (US CBP Report, 2018; 4
 

There is no gainsaying that in some countries the lack of a 
central database for intelligence processes and enforcement 
purposes have impaired enforcement efforts most significantly 
along border posts. For example in Bolivia, security reforms 
helped reduce smuggling, especially of commodities of mass 
consumption; however, problems remain in small
smuggling, which could be attributed to softer enforcement 
rules. At the same time, under the new enf
Mozambique, seizures of illegally imported goods have 
increased substantially. In Peru, preventive inspections and 
other actions tocombat smuggling are taken by Customs in 
cooperation with other public and private entities, including the
national department for fraud prevention and border control (De 
Wulf, 2004). It is based on the foregoing arguments, this study 
advocates for the implementation for well
of intelligence collection, collation, production and 
dissemination through advanced technology that would 
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the maintenance of border security across 
the world relatively due to the much expectations from intelligence agencies to proffer vital information 
that could be shared both from within and outside their security sphere of influence for the purpose of 

security threats along existing borders. Thus, intelligence is critical to crime 
could be delineated into five major stages, 

nd conducting research, information processing 
and storing, intelligence analysis of information and intelligence dissemination. Indeed, each of these 

highly crucial to border security sustenance. Therefore through the use of both 
focuses on one aspect of these five stages of 

intelligence processes, its challenges and relevance to border security maintenance. 
However, the study considerably examines intelligence processes and procedures being adopted by the 
NCS Customs Intelligence Unit (CIU) towards securing the Nigerian borders. 

comprehensive common intelligence picture. As vividly 

This collaborative information environment also will enable 
CBP to respond more rapidly to any specific or immediate 
operational need for intelligence and to move information 
quickly to its end users. This centralized information repository 
will allow authorized users to access, research, and leverage 
data through a range of services to support all phases of the 
Intelligence Cycle, which will enable greater sharing of 
information and knowledge while fostering collaboration 
among CBP intelligence entities. CBP is also responsible for 
disseminating information to a wide variety of stakeholders, to 
include local, state, other federal law enforcement agencies, and 

(US CBP Report, 2018; 4-5).  

There is no gainsaying that in some countries the lack of a 
central database for intelligence processes and enforcement 
purposes have impaired enforcement efforts most significantly 

. For example in Bolivia, security reforms 
helped reduce smuggling, especially of commodities of mass 
consumption; however, problems remain in small-scale 
smuggling, which could be attributed to softer enforcement 
rules. At the same time, under the new enforcement system in 
Mozambique, seizures of illegally imported goods have 
increased substantially. In Peru, preventive inspections and 
other actions tocombat smuggling are taken by Customs in 
cooperation with other public and private entities, including the 
national department for fraud prevention and border control (De 
Wulf, 2004). It is based on the foregoing arguments, this study 
advocates for the implementation for well-coordinated system 
of intelligence collection, collation, production and 

n through advanced technology that would 
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permeates standardization of intelligence processes and 
procedures for efficient and effective border security 
management in Nigeria.   
 

Statement of the Problem 
 

The variations in intelligence processes and procedures across 
the world has continued to present challenges to customs’ 
ability to coordinate collection, processing and exploitation, 
analysis and production, and dissemination efforts. Ofongo 
(2018) has asserted that the dynamics of changes in content and 
context of information and the inherent flux in the behaviour of 
an adversary rather affirm that inaccuracies are an integral part 
of the intelligence process and product in most Africa countries 
in which Nigeria is not an exception. This study therefore calls 
for the urgent need to developa potent paradigm for intelligence 
processes and border security both locally and globally in order 
to develop a consistent, dependable, coordinated, harmonized 
and standardized intelligence processes that would be devoid of 
inadequacies, duplication or functional barriers and that could 
be replicated in many countries for positive improvement and 
outcomes in border security maintenance.  
 

Objectives of the Study 
 

This study aims at examining practical issues with regards to 
intelligence processes and border security in the NCS and its 
implication for national security in Nigeria. Therefore, the 
study examines the working concept of intelligence processes 
with regard to border security, identifies various factors 
influencing intelligence processes in the NCS, highlights the 
challenges of intelligence processes in the NCS, and proffers 
recommendations which could enhance positive yielding 
outcomes as regard intelligence processes and border security 
interests. Specifically, the objectives of the study are: 
 

1. To examine the working definitions of intelligence 
processes,  

2. To identify factors influencing intelligence processes 
along the border post, 

3. To highlight the challenges of intelligence processes in 
the Nigeria Customs Service, 

4. To explore the implications of intelligence processes for 
national security in Nigeria. 

 

Scope of the Study 
 

The subject scope of the study consists of issues relating to 
intelligence processes and border security in the NCS. In this 
wise, the Customs Intelligence Unit (CIU) is purposively 
selected so as to explore profoundly their place in intelligence 
processes. The CIU is a unit of officers and men of the Service, 
traversing the twenty five Area Commands of the Service 
which are spread across the country, and whose major 
responsibility is to source Intelligence that will guide the 
operations of the NCS 
 

METHODOLOGY 
 

The study adopts both qualitative and quantitative approach. 
Qualitative method: This is based on logical analysis. The 
methodology enables the researcher to get to know the social 
world being studied by exploring secondary data collected from 
books, articles, journals, newsletters, publications from Nigeria 
Customs Services websites, as well as publications from the 
websites of other sister agencies. Oral interview is also 
conducted among the CIU officers for the purpose of eliciting 

firsthand information. These sources of data are therefore 
maximized for the purpose of thorough and empirical analyses. 
Quantitative Method: This involves the use of questionnaire in 
which atotal number of one hundred and seventy eight (178, 
100%) copies of questionnaire were distributed to officers and 
the Head of Customs Intelligence Unit and intelligence officers 
in the Nigerian Army, Nigeria Police, Nigeria Drug Law 
Enforcement Agency (NDLEA), Immigration Service, National 
Agency for Food and Drug Administration and Control and 
Standard Organisation of Nigeria (SON) to elicit information. 
However, only one hundred and forty two (142, 80%) copies of 
the questionnaire distributed were retrieved. 
 

Literature Review or Conceptual Review 
 

There are lots of relevant literature that explains the working 
concepts of intelligence process, its relevance to border security 
as well as challenges besetting intelligence process, the aspect 
which this section considerably explores.  
Bartes (2013) for instance has gave a comprehensive definition 
of intelligence process as a vital stage in the intelligence cycle 
that involves structuring, evaluation of truthfulness, 
completeness, relevancy, usability, generating primary 
information, etc. This as well implies the fundamental factors to 
be considered in intelligence process as he emphasizes on the 
need to pay attention to information that is produced as a result 
of a correct understanding and a combination of several 
collected data. Thus, at intelligence process phase, the 
truthfulness of some collected data can be checked and first 
hints of suspicion may be detected that competition may wish 
to employ deception or that competition is trying to use 
disinformation. As rightly indicated in his words, “Only after 
information on a given problem has been prepared in this way it 
can be passed on for further processing” (Bartes, 2013:285). 
Bartes’ explanation of the concept of intelligence process 
clearly indicates the primacy of key factors such as relevance, 
truthfulness and usability in information processing, an 
indubitable facts that must also be considered with regard to 
border security measures.   
 

Similarly, UNODC (2011) sees intelligence process as collation 
or the organization of the data collected into a format from 
which it can be retrieved and analyzed. In other words, it is the 
transfer of collected information and/or intelligence into a 
storage system (be it afiling cabinet or a computerized data 
base) in a structured (indexed, cross-referenced) format that 
permits rapid and accurate access. It is not equivalent to bulk 
filing of every bit of information or document acquired during 
collection as irrelevant, incorrect and otherwise useless 
information is weeded out. 
 

UNODC also identifies the essentiality of classification system 
to intelligence process by explaining that information retained 
in the Criminal Information and Intelligence Database is 
classified in order to protect sources, investigations and the 
individual’s right to privacy (UNODC, 2011). Classification 
also indicates the internal approval which is required prior to 
the release of the information to persons outside the agency. 
They further argue that the classification of information and 
intelligence is subject to continual change. In other words, the 
passage of time, the conclusion of investigations, and other 
factors may affect the security classification assigned to 
particular documents. Thus, documents within the intelligence 
files should be reviewed on an ongoing basis to ascertain 
whether a higher or lesser degree of document security is 
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required to ensure that information is released only when and if 
appropriate. 
 

Based on the foregoing, UNODC (2011) classifies information 
and intelligence under intelligence process into three major 
levels, thus: 
 

Sensitive classification level 
 

1. Information pertaining to significant criminal activity 
currently under investigation. 

2. Informant identification information.

3. Intelligence reports which require strict dissemination 
and release criteria. 

 

Confidential 
 

1. Criminal intelligence reports not designated as sensitive.
2. Information obtained through intelligence section 

channels that is not classified as sensitive and is 
enforcement use only. 

 

Restricted 
 

1. Reports that, at an earlier date, were classified sensitive 
or confidential and the need for high
longer exists. 

2. Non-confidential information prepared for/by law 
enforcement agencies. 

 

Unclassified 
 

1. Civic-related information to which, in its original form, 
the general public has access (i.e. public records).

2. Media information (i.e. public reports, newspapers and 
magazines). 

 

UNODC also sees intelligence process as information source 
documentation. They recommend that in all cases, source 
identification should be available and should be noted along 
with the data itself. Thetrue identity of the source should be 
used unless there is a need to protect the source. In such cases, 
identifying the source by name is not practical for security 
reasons, rather, a code number may be used. Consequently, a 
confidential listing of coded sources of information should be 
retained by the intelligence unit supervisor perhaps as part of a 
confidential sources register or database. 
 

UNODC also see intelligence process as a form of information 
quality control, in which Information to be stored in the 
Criminal Information and Intelligence Database must undergo a 
thorough review for compliance with file guidel
policy prior to being filed. In this wise, the intelligence unit 
supervisor is responsible for seeing that all information entered 
into the CIID conforms to the agency’s file criteria and has 
been properly evaluated and classified. 
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required to ensure that information is released only when and if 

classifies information 
and intelligence under intelligence process into three major 

Information pertaining to significant criminal activity 

Informant identification information. 

Intelligence reports which require strict dissemination 

Criminal intelligence reports not designated as sensitive. 
Information obtained through intelligence section 
channels that is not classified as sensitive and is or law 

Reports that, at an earlier date, were classified sensitive 
or confidential and the need for high-level security no 

confidential information prepared for/by law 

related information to which, in its original form, 
the general public has access (i.e. public records). 
Media information (i.e. public reports, newspapers and 

UNODC also sees intelligence process as information source 
n all cases, source 

identification should be available and should be noted along 
with the data itself. Thetrue identity of the source should be 
used unless there is a need to protect the source. In such cases, 

g the source by name is not practical for security 
reasons, rather, a code number may be used. Consequently, a 
confidential listing of coded sources of information should be 
retained by the intelligence unit supervisor perhaps as part of a 

UNODC also see intelligence process as a form of information 
, in which Information to be stored in the 

Criminal Information and Intelligence Database must undergo a 
thorough review for compliance with file guidelines and agency 
policy prior to being filed. In this wise, the intelligence unit 
supervisor is responsible for seeing that all information entered 
into the CIID conforms to the agency’s file criteria and has 

Figure 1 The Analytical Process Cycle
 

(Source: UNODC, 2011) 
 

According to UNODC (2011), Intelligence process is a cyclical 
analytical process, which can be performed on all types of 
objectives. Therefore, diff
requirements need diverse data analysis approaches. It was 
further noted that good analysis is as a result of not limiting the 
type of information, which is used
by the availability of the information. This implies that analysis 
of information will bring about more quality intelligence when 
types and forms of information are not restricted.
 

Intelligence Series (1960) also defines intelligence process as 
including the following steps
intelligence organization involved:
 

Collection: This includes planning the collection effort, 
developing collection guides and evaluating and analyzing 
collection results. Raw data are derived from overt or covert 
sources of information overseas, from returned travelers, from 
published material acquired either overseas or domestically, or 
from monitored foreign broadcasts. 
 

Production: This accumulation of data is continuously 
reviewed and analyzed and stored for future reference. Through 
the review and analysis, gaps in information are discovered, and 
are filled to the extent possible. As requested by policy and 
decision-making officials, or as prompted by the analysis of 
existing data, finished intelligence studies, reports, and surveys 
synthesizing, interpreting, or projecting this information are 
produced.  
 

Dissemination: Raw intelligence and finished intelligence 
reports are of no use unless they are received by the audience 
which has need for them. Because of the nature of the 
intelligence process, any given information may be of use and 
value to the other members of the intelligence community and 
to any number of policy makers in 
throughout the Federal Government. Therefore, an essential 
part of the intelligence process is the distributing of raw and 
finished intelligence so as to assure that the information reaches 
not only the organization requesting it, and fo
originally designed, but also all others in the intelligence 
community who may have an interest in it. 
 

The foregoing implies that while all intelligence organizations 
carry out the same process, each organization is geared toward 
producing departmental and sometimes national intelligence 
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fferent types of intelligence 
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type of information, which is used for artificial measures, but 
by the availability of the information. This implies that analysis 

ion will bring about more quality intelligence when 
types and forms of information are not restricted. 

Intelligence Series (1960) also defines intelligence process as 
including the following steps regardless of the mission of the 

involved: 

This includes planning the collection effort, 
developing collection guides and evaluating and analyzing 
collection results. Raw data are derived from overt or covert 
sources of information overseas, from returned travelers, from 

either overseas or domestically, or 
from monitored foreign broadcasts.  
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reviewed and analyzed and stored for future reference. Through 
the review and analysis, gaps in information are discovered, and 
are filled to the extent possible. As requested by policy and 

ls, or as prompted by the analysis of 
existing data, finished intelligence studies, reports, and surveys 
synthesizing, interpreting, or projecting this information are 

Raw intelligence and finished intelligence 
use unless they are received by the audience 

which has need for them. Because of the nature of the 
intelligence process, any given information may be of use and 
value to the other members of the intelligence community and 
to any number of policy makers in numerous locations 
throughout the Federal Government. Therefore, an essential 
part of the intelligence process is the distributing of raw and 
finished intelligence so as to assure that the information reaches 
not only the organization requesting it, and for which it was 
originally designed, but also all others in the intelligence 
community who may have an interest in it.  

The foregoing implies that while all intelligence organizations 
carry out the same process, each organization is geared toward 

departmental and sometimes national intelligence 
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within its own sphere of operations. Intelligence Series’ stance 
is in line with the need for standardization of intelligence 
process that would be have its uniqueness or capabilities. 
 

Theoretical Framework 
 

This study adopts Thomas W. Malone’s (1988) Coordination 
Theory. He defines coordination theory as a body of principles 
about how the activities of separate actors can be coordinated. 
A test of the generality of a concept or principle is whether it 
can apply to more than one kind of actor. Thus from general 
perspective, theory of coordination can both draw upon, and 
contribute to, work in many different fields, including: 
Intelligence processes and management information systems. In 
coordination theory, the common problems have to do with 
coordination: How can overall goals  be subdivided into tasks? 
How can tasks be assigned to groups or to individual actors? 
How can resources be allocated among different actors? How 
can information be shared among different actors to help 
achieve the overall goals? How can the different knowledge and 
conflicting preferences of different actors be combined to arrive 
at overall goals? In fact, we can view coordination itself as 
another prototypical example of intelligent behaviour.  
 

It is on this basis, Janine Mc Gruddy’s idea of Multilateral 
Intelligence Collaboration representing a multilateral agreement 
and an accord among three or more parties, agencies, or 
national governments working together to collect, protect and 
analyse intelligence information as regard border and national 
security (Mc Gruddy, 2013:214-220), remains relevant to this 
study. It is common knowledge that intelligence suffers from a 
paradox - it is only valuable when shared with those who need 
it, but the more it is shared the more it risks being 
compromised, and the lower its value (Born, 2011:23). 
However, Mc  Gruddy argues that multilateral intelligence 
collaboration can bring a new light to these pervading problems 
by “bringing diverse perspectives together.” This gives the 
security institutions or nations involved in this type of 
collaboration the ‘wisdom of the crowd’ to deal with complex 
issues. More important, she asserts that multilateral intelligence 
collaboration has the: “possibility of developing more common 
vocabularies for thinking about problems with fewer inter-
cultural and international misunderstandings.” By implication, 
it could be inferred that sourcing intelligence from diverse and 
related agencies locally and globally has lots of profound 
benefits that could be annexed for the purpose of achieving 
maximal national security. It is in this wise, Mc Gruddy further 
argues that no single security agency can effectively cover all 
the areas of interest that their intelligence collection 
requirements demand. Thus, by dividing up areas of 
responsibility internally and externally, more ground can be 
covered in more depth than by working in isolation. 
 

However, Malone’s Coordination theory vehemently stressed 
on the importance of monitoring and advanced computer 
information technology in all fields including 
intelligence/information processing for the purpose of 
achieving a well-coordinated intelligence processing system in 
particular and national security at large (Malone, 1988: 2-6).  
 

Discussion of Findings 
 

The following findings are based on the stipulated objectives of 
the study. For the purpose of simplicity, they are demystified 
into subheadings as follows. 
 
 

Overview of Intelligence Processes in the CIU and Challenges 
 

Hutchins, Pirolli and Card (2007) have identified nine cognitive 
challenges besetting intelligence process as well as intelligence 
analysts across the world, namely: Coping with uncertainty, 
high mental workload, potential for error, data overload, 
complex judgement, inadequate tools, organisation contexts, 
time pressure and synthesizing multiple sources of information. 
Vandepeer (2014), and Kang and Shasko (2011) have asserted 
that intelligence process analysts should be able to arrive at a 
more detailed understanding of the problem and a more 
considered judgement than others are able to. According to 
Yejun (2013), this recommendation was necessary because of 
the problem of significant information overload in law 
enforcement, criminal analysis, and intelligence communities. 
Therefore, Vandepeer, and Kang and Shasko’s suggestion is 
expected to help to quickly analyse and gathered information in 
a seamless coordinated fashion, needed to develop critical 
intelligence. Aside from this, perhaps a thorough examination 
of CIU organizational framework would further shed lights on 
the questions of why and how, as regards the challenges of 
intelligence process.  
 

The Customs Intelligence Unit (CIU) is the intelligence branch 
of the NCS, charged with gathering information for the 
purposes of increasing revenue and fighting smuggling 
operations. CIU is a separate and independent branch of the 
Service that reports directly to the Comptroller-General, 
through the Assistant Comptroller-General, Headquarters 
(HQ).CIU’s undercover officers serve throughout the country in 
every port and customs office, utilising a variety of resources to 
gather intelligence. These intelligence officers have a network 
of informants and do their own investigative work. The work 
includes surveillance, research, analysing data and 
documentation, and monitoring the work of other officers and 
agents within NCS. CIU and its officers also use the contacts 
they have developed with other countries and their border 
agencies, as well as the WCO and its Regional Intelligence 
Liaison Offices (RILO) network (The Punch, 2018). 
 

Worldwide, the RILO network comprises eleven different 
offices covering the WCO’s six regions. The individual offices 
serve as regional centres for compiling emerging trends, 
methods, routes, and significant cases, for analysis and 
distribution to appropriate agencies (WOC, 2018). NCS taps 
into this wealth of information through CIU, allowing the 
Service to keep abreast of the latest methods used to subvert 
customs procedures. This network of offices uses the Customs 
Enforcement Network (CEN), a worldwide database created by 
the WCO. The Customs Intelligence Unit uses CEN and the 
RILO network to spot new ways of smuggling, as well as verify 
information received from other sources. It also helps track 
movements of suspicious shipments and co-ordinate efforts to 
find not only the goods, but the perpetrators as well (WCO, 
2018). 
 

Customs Intelligence Unit officers, in collecting data and 
information, work independently with their carefully cultivated 
contacts, but may not unilaterally decide upon the seizure of a 
particular shipment. The decision to seize a shipment is made 
only after careful consultation with HQ and with the CAC of 
the port in question. However, CIU will often let contraband 
pass through without being seized, so that it can continue its 
intelligence work without alerting the perpetrators. This allows 
CIU to build stronger cases with more substantive information, 
and leads to arrests of the masterminds of illegal operations as 



International Journal of Current Innovation Research Vol. 5, Issue, 02A), pp. 1440-1447, February, 2019 

 

 1444 

opposed to just the middlemen (WCO, 2018).Officers are not 
recruited specifically for CIU roles, but rather are transferred to 
it, as to any other department. While this allows them to make 
use of their pre-existing contacts within the Service, it presents 
the department with a few problems. It makes it more difficult 
for officers to go undercover, it decreases the valuable 
specialisation and knowledge developed by experienced 
officers, and it even poses a disincentive to rooting out 
corruption, since the practice of rotating officers through 
different posts make it possible that a CIU operative will be 
working tomorrow alongside an officer he is investigating 
today. 
 

While CIU officers have not been groomed specifically for their 
role, they are given excellent training both in NCS workshops 
and in training programmes with foreign Customs officials. In 
particular, CIU has developed a close relationship in 
enforcement with UK Customs Agents, who have contributed a 
great deal of expertise as well as valuable knowledge to NCS. 
The Comptroller-General and the ACG heading the Intelligence 
Unit aim to increase the professionalism of the CIU, through 
workshops, certificates for completed training, and a policy of 
increased specialisation and dedication to intelligence work, 
especially through longer tenures in CIU. While CIU enjoys a 
good relationship with the WCO and foreign agencies, it looks 
to build a better relationship with other domestic border 
agencies and United Nations Office on Drugs and Crime 
(UNODC). Increased communication and information sharing 
is a priority for the unit, and will only serve to strengthen its 
work. Furthermore, while CIU enjoys access to information, it 
still relies on out-dated technology, in respect of both 
surveillance and communication equipment. For example, not 
until recently, there were no computerized system to analyse 
digitized fingerprints in the country, or communication link 
between the airports and the borders except through the GSM 
(Wali, 2010). By implication, lack of sophisticated technology 
means that CIU sometimes lags behind the smugglers it is 
trying to catch and that its communications are not always safe. 
Nevertheless, an article published by Tell Magazine (2014) 
asserts that unprecedented revolution has occurred in the 
history of the Nigeria Customs Service (NCS) and its 
intelligence unit from the year 2009 onwards under the 
administration of Alhaji Dikko Inde Abdullahi. As rightly put: 
 

This ranges from gigantic infrastructural development, capacity 
building and general boosting of the morale of the rank and file 
of the officers and men of the NCS (through salary increment, 
staff trainings in various parts of the word, promotion, large-
scale recruitments and among others) stifling of the hitherto 
nightmarish smuggling rings, unmatched revenue drive through 
the use of hi-tech measures, high-yielding collaborations with 
international Customs bodies and agencies, inter-agency 
collaboration back here in Nigeria, and general sanitization of 
the NCS among many other feats, Abdullahi has been hailed as 
a reformer. (Tell Magazine, 2014:10). 
 

The Tell Magazine (2014)affirms that among the plethora of 
initiatives and new insights brought abroad in the running of the 
agency is a new, elevated and effective intelligence gathering 
mechanism. It was further observed that from 2009, the 
intelligence department in the NCS received more attention in 
the form of additional resources and authority in order to 
advance the aims of the Service. There was the augmentation of 
intelligence operations, the operatives as well as key 
intelligence issues leading to a new trend in intelligence 

sourcing, collation, development and consumption comparable 
to trends in the global Customs family. It was informed that 
sophisticated risk identification techniques and intelligence 
facilitated Customs operations. Moreover, during this period 
also, there was priority in the NCS’s risk identification and 
intelligence practices as trends in the new Integrated Cargo 
System (ICS) (Vanguard Newspaper, 2014). This was achieved 
by redesigning the intelligence system, re-training the 
intelligence officers (IO) and a detailed technical work and 
review system enabling intelligence to be the framework of 
successful predictions. For instance, Vanguard Newspaper 
(2014) has indicated that Intelligence supported Air Cargo, 
Marine Cargo, Free Trade Zone Operations, Trans Border 
Operations, among others were introduced under the 
administration of Alhaji Dikko Inde Abdullahi. There was also 
the strengthening of liaison with related intelligence agencies, 
EFCC, ICPC, CBN and DSS. This involved data exchange and 
cleansing, better automation of intelligence, exchange of 
operatives, retrieval of information and a better handling of 
intelligence. More so, there was increase in skilled analysts, 
technical expertise in key intelligence issues especially e-
intelligence. Such areas included covert surveillance technique, 
remove photographic surveillance, fraud examination, 
simulated situations, use of tracking position, signals 
intelligence collections among other techniques (Tell Magazine, 
2014). 
 

However, despite the various innovations brought in by Alhaji 
Dikko Inde Abdullahi, the NCS’s information and intelligence 
as in most other national Customs are constrained by legislation 
governing the scope of information that can be held by 
operatives (The Punch, 2015). This is especially because of the 
intrusive techniques used in the collection of data especially in 
respect of classified information or infringement on the rights 
of the stakeholders. The Nigeria Customs operatives versed in 
cyber forensic operations require the appropriate level of 
clearance to process some information collected where the 
information is classified (The Nation, 2017). Bearing in mind 
the legislation limiting the usage of information obtained by 
some covert electronic devices, the NCS faces some 
constraints. However, despite the most powerful devices 
available, the HUMINT (Human Intelligence) who possesses 
the human mind remains the core of intelligence in the Nigeria 
Customs Service. Okereke (2016) and Babatunde (2009) had 
adduced the high level of deficiency in the area of coordination 
and sharing intelligence in Nigeria to over-reliance on human 
intelligence (HUMINT), which portends more risk. Okereke 
(2016) therefore advocates for need to adopt other sources of 
information especially signals intelligence (SIGINT) and 
imagery intelligence (IMINT), which are capable of improving 
intelligence coordination and sharing in Nigeria. 
 

In spite of these challenges, there is an effort at outsourcing 
intelligence activity including contracting operatives from other 
sister organisations for technical expertise. As indicated earlier 
in the previous chapter, this is a global trend as done even in 
USA, UK, South Korea in order to perform diverse sets of 
functions from crafting intelligence requirements to delivering 
report on operations to management. Equally, NCS has 
deployed its trained operatives to provide technical assistance 
to bodies like the Economic and Financial Commission and 
Nigeria Financial Intelligence Unit (NFIU) in covert operations 
(Tell Magazine, 2014). Furthermore, with a combination of 
experience gathered from other sister organisations deployed to 
and from training in different countries, the Nigeria Customs 
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Service has now built a pool (cell) of officers who could reach 
out to course mates within and outside the country for exchange 
of key intelligence. Punch Newspaper (2015) indicated that 
these operatives are proficient in economic and financial issues 
like money laundering investigation, tracing of illicit funds and 
capital flight. Indeed, this has led to the contribution to 
economic intelligence. By and large, it could be deduced from 
the aforesaid that NCS’s Intelligence service works in close 
collaboration not in isolation with other agencies and ministries 
in intelligence related matters. 
 

Intelligence Processes and Procedures Employed by the 
Nigeria Customs Service for Securing the Border 
 

The oral interviews conducted further demonstrate the fact that 
the validation of the human sources of Intelligence (HUMINT) 
is a key process in intelligence process and analysis in the 
Nigeria Customs Service. Yejun (2013) and the Federal Bureau 
of Investigation (2017) have defined HUMINT as a substantial 
proportion of intelligence produced through information 
derived from interaction with and observation of human beings. 
Such information are obtained through surveillance and tailing 
of targets; informants; espionage or spying on people, interview 
of experts etc. However, the interview conducted with key 
respondents in the Nigeria Customs Intelligence Unit 
accentuates the importance of validity of intelligence or critical 
information. An interviewee asserts that, “you look at the 
person that is giving you the information…if he's reliable, if 
you can trust him”. Furthermore, the intelligence gathered is 
subjected to primary inference and the possibility of such 
occurrences are weighed; “you weigh the information… 
brought and look at it if there's a possibility of something like 
this occurring”. This finding is in tandem with Bartes’ (2013) 
explanation of the concept of intelligence process which clearly 
indicates the primacy of key factors such as relevance, validity, 
truthfulness, completeness and usability in information 
processing. 
 

In addition, more information is sought based on the 
intelligence by profiling the importer and determining if such is 
a compliant trader and comparing such profiling result with the 
records in the NCIS 2 database. This is to ensure if the importer 
on whom the intelligence was gathered had at any time received 
debit notes, and if there are inconsistencies between the bill of 
laden and PAR declaration. These trigger the perceived risk 
which were further verified by documentary search and 
physical examination. It also implied that intelligence gathered 
were subjected to analysis using Open Source intelligence 
(Internet and in-house database) for profiling, while using 
documentary and examination approach to verify potential risks 
in order to ensure a secured border. 
 

Table 1 Intelligence Processes and Procedures Employed by 
the Nigeria Customs Service for Securing the Border 

 

Interviewees Comments 

The First 
Interviewee 
(Internal) 

(1)“…you look at the person that is giving you the information, 
…if he's reliable, if you can trust him” 
(2)… in the course of our training, [sic] we are trained to 
interview somebody… interrogate” 
(3)“There are certain instincts that are developed within you as 
… intelligence officer that you can easily pick when someone is 
lying or telling the truth” 
(4)“…you weigh the information… brought and look at it if 
there's a possibility of something like this occurring” 
(5)“Profile the importer … look at it that he's a compliant trader, 
what's the need … 
(6)“…you can profile him because we have database inside the 
system” 

(7)“The present NCIS 2 we have is combination of our data and 
operation so anything anybody have cleared, you can get it and 
you discover that this particular person that information was 
given about him, anytime he has ten containers, 8 of them have 
DN (Debit Notes) or 5 of them are seized. His risk level is 
increasing then you need to look at him critically. The moment 
you see an element of risk, you need to look at him either from a 
documentary point of view or from examination point of view” 
(8)“the moment you begin to see disconnection between the bill 
of laden, PAR, declaration, then you have to take a second look” 

The Second 
Interviewee 
(Internal) 

(1)“…take…time to weigh and determine the credibility of the 
information received for them to take the best considered action” 

 

Source: Field Data from Transcribed PIs (2018) 
 

The two internal interviewees in the table above profoundly 
explored the intelligence processes and procedures adopted by 
the Customs Intelligence Unit. More importantly, the 
quantitative data elicited from the questionnaire distributed, and 
as indicated intable 2 and Fig. 2, shows that the intelligence 
processes and procedures mostly engaged by the Nigeria 
Customs Service for border security were: collation (n= 84, 
59.2 per cent), evaluation of new data in light of old data (n= 
78, 54.9 per cent) and assembling of final report (n= 69, 48.9 
per cent). This suggests that the most prominent intelligent 
activities engaged by the Nigeria Customs Service for border 
security were collation, evaluation of new data in light of old 
data and assembling of final report which considerably is in 
tandem with the UNODC (2011) Analytical Process Cycle in 
the figure 1 above.  
 

Table 2 Intelligence Processes and Procedures Used by the 
Nigeria Customs Service 

 

Items Yes No 
Collation 84(59.2%) 58(40.8%) 

Develop primary 
inference 

53(37.3%) 89(62.7%) 

Re-evaluation 52(36.6%) 90(63.4%) 
Evaluate new data in 

light of old data 
78(54.9%) 64(45.1%) 

Collection of further 
information 

63(44.4%) 79(55.6%) 

Develop final 
inferences/conclusions 

62(43.7%) 80(56.3%) 

Assemble final report 69(48.9%) 73(51.4%) 
 

Source: Field Data, 2018.      N= 142 
 
 

 
 

Fig 2 Intelligence Processes and Procedures Adopted by the Nigeria Customs 
Service 
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Emerging patterns from the PI and questionnaire indicate that 
collation of intelligence was important (n= 84, 59.2 per cent), 
followed by evaluation of new data in light of old data (n= 78, 
54.9 per cent) and assembling of final report (n= 69, 48.9 per 
cent). The evaluation of new data in light of old according to 
the PIs seem to be carried out by checking the veracity of the 
HUMIINT, the fact which corresponds with the information 
provided by the first interviewee. This is necessary so as to give 
credence to its reliability and furthermore leading to profiling of 
suspects, checking and cross-checking new findings using 
documentary approach which might lead to examination 
approach. 
 

From the research findings, collation, evaluation and assembly 
of final report where found to be the most important in order of 
listing as regards the processes and procedures involved in 
intelligence analysis. While it may be easy to confuse this 
particular endeavour with the intelligence cycle in use by the 
Service, the intelligence processes and procedure shows the 
importance attached to the intelligence analysis as a law – 
enforcement function and by extension, the quality or output 
derivable from the intelligence analysis process. Mention must 
be made that this aspect is linked with the capacity of the NCS 
to provide adequate training and re-training for its intelligence 
officers. It was observed that since 2009 the CIU had received 
more attention in the form of additional resources and authority 
in order to advance the service. Likewise, the officers of the 
CIU often received enhanced training and capacity 
development from the FGN in the area of risk identification 
techniques and intelligence facilitated customs operations 
(BMWA, 2016). The dividend derivable from most of these 
trainings have started coming, as most of the seizures made by 
the NCS, especially those bordering on arms and ambitions 
were majorly initiated by officer of the customs intelligence 
unit (CIU) (The Nation, 2017). This is in tandem with the view 
of Feinstein and Kaplan (2011) on the necessity of investing in 
qualified and capable analysts in order to avoid queue 
formation. It is crucial to note that this observation coincided 
with the position of the interviewees as both the first and 
second interviewee had clearly emphasised the prominence of 
professional thoroughness in intelligence collection and 
analysis which no doubt is a very tactical and strategic 
processes and procedures involved in intelligence analysis. It is 
on this basis, Thomas Fingar’s asserts that intelligence process 
analysis is only useful if it is ‘timely, targeted, and trusted by 
those who receive it’. Thus, the professional thoroughness 
required of intelligence processes must be all encompassing and 
fulfilling. 
 

Moreover, intelligence process according to UNODC (2011) 
involves the critical attempt at verifying information provided 
for validity. There is no gainsaying that this had been further 
accentuated through the interviewees’ answers. More 
importantly, the information provided by the first interviewee 
on the essentiality of HUMINT in intelligence process veracity 
and the use of Open Source intelligence (Internet and in-house 
database) for profiling and documentary and examination 
approach to verify potential risks corroborates Chen (2005) 
proposed necessity to develop the science of intelligence and 
security informatics (ISI). As rightly indicated in his words: 
 

The study of the use and development of advanced information 
technologies, systems, algorithms, and databases for national 
security related applications, through an integrated 
technological, organizational, and policy based approach 
  

Chen’s stance supported the views of the two interviewees as 
there were indications of common pattern of intelligence 
analysis through the processes of gathering, analysing and 
verifying information in a seamless coordinated fashion. 
Likewise, Chen and Xu (2006) has indicated the needed 
components of intelligence process as information sharing and 
collaboration, crime association mining, crime classification 
and clustering, intelligence text mining, spatial and temporal 
analysis of crime patterns and criminal network analysis. 
 

CONCLUSION 
 

Intelligence process is a very essential aspect of intelligence 
activities that must be handled meticulously in a well-
coordinated for reliability, adequacy, validity, completeness, 
harmonization and standardization of intelligence collection 
and collation for further analysis. It is on this basis, the study 
sees the vitality of imbibing the tenets of Malone’s coordination 
theory and Mc Gruddy’s idea of Multilaterial Intelligence 
Cooperation as intelligence is always at its best when there is 
interdependence and cooperation in intelligence collection and 
information sharing among diverse actors in the security sector. 
Thus, though intelligence and other border agencies should be 
assertive in enforcing the fiscal policies of government, they 
must at the same time cooperate and collaborate with the 
stakeholders around the border areas via a sustainable border – 
community relationship that is rich with sincerity and trust. 
Above it all, it the need for technological synchronization of 
every information collection to avert unnecessary information 
queue and for proper coordination. 
 

To this end, the NCS must design training and standardized 
intelligence career road maps to facilitate the career growth of 
its intelligence workforce. The end goal is to cultivate a cadre 
of intelligence professionals with universal intelligence skill 
sets that are transferable among CIUoperational components 
and to enable career advancement opportunities home and 
abroad that could be annexed for sustainable national security 
and development. 
 

Recommendations 
 

Based on the foregoing arguments, the following 
recommendations are made: 
 

Attention should be drawn to deploying other sources of 
intelligence which will complement the major sources relied on 
by NCS for its operations (open source and human source). 
These other sources are imageries (IMINT), signal (SIGINT) 
communication (COMINT) and electronic (ELINT), which the 
NCS lacked and conversely are relied on by Customs 
Administrations world of developed nations. Adopting these 
will help to place the NCS to coordinate information collection 
and collation strategically ahead of all its targets and will be 
able to anticipate adversaries and protect the Nigeria’s border 
better. 
 

There is need to develop a strong, resilient partnerships to 
maintain a robust intelligence enterprise. Forming additional 
coalitions and the strengthening of existing relationships would 
enable NCS to expand its intelligence network and to increase 
collaborative exchanges on border security concerns. The CIU 
must build collaboration and transparency among its 
intelligence collection and analytical teams to advance NCS’s 
corporate ability to collect, analyze, and share intelligence, 
while closing collection gaps in NCS’s understanding of threats 
in the operational environment.  
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Similarly, the CIU must build partnerships to promote the 
cross-pollination of ideas and the sharing of best practices and 
approaches, while promoting new and innovative intelligence 
processes. In addition, to meet evolving intelligence 
requirements effectively, NCS must continue to leverage its 
strong partnerships with the intelligence and law enforcement 
communities, as well as with foreign partners, to continue to 
improve CIU intelligence-related programmes, operations, and 
products.  
 

Also, an effective, dynamic career development and training 
programme is essential to building and maintaining a robust, 
highly skilled intelligence workforce. It is critical for 
intelligence professionals to master core competencies and 
intelligence tradecraft recognized across the law enforcement 
and intelligence communities. Under the NCS, the development 
of career guides, competencies, training, and developmental 
experiences for CIU intelligence personnel should be 
addressed. 
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