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The Indonesian Child Protection Commission (KPAI) notes that for the last 4 years 
violations to children has continued to increase. Categories of violence against children, including 
family violence, educational institutions and pornography and cyber crime. The main factors that make 
children vulnerable to sexual harassmen
perpetrators of sexual harassment, the behavior of children who are easily close to strangers, children 
who are passive, and children with poor family background. In this study the authors use 
analysis method to analyse various kinds of favorable, threatening, internal factors and external factors 
of online social media use by children. In this research
harmful factor has a score of 1330 scoring, 
have a score of 1325. So that the authors concluded that the use of social media for children should not 
be done.
 

 
 
 
 

 

INTRODUCTION 
 

The Indonesian Child Protection Commission (KPAI) notes that 
for the last 4 years the number of violations to children has 
continued to increase. The average increase in cases started in 
2011 as many as 1,000 cases of violence. Categories of 
violence in children, including family violence, educational 
institutions and pornography and cybercrime. Spec
on children triggered by social media and internet as many as 
322 cases in 2014. The number continues to rise from the year 
2011 about 100 cases. Sexual crimes via the Internet are high 
case categories. Such as the number of victims of sexual 
continue to rise. Until 2014 there are 53 children who become 
victims. While the perpetrators of sexual crime online there are 
42 children, child victims of pornography from social media 
there are 163 people. Last child offender’s ownership of media
pornography in the video and uploaded on social media there 
are 64 children. To what extent do social and internet media 
encourage violent and sexual crimes in children? How is the 
solution to reduce that influence? 
 

The main factors that make children vulnerable to sexual 
harassment are the characteristics of personality that sneezes 
from the perpetrators of sexual harassment, perpetrators of 
sexual violence is usually a very normal figure in plain sight, it 
is very difficult to distinguish from normal pe
addition to the characteristics of personality characteristics 
possessed by perpetrators of abuse, personal characteristics of 
the victim also usually can be a trigger of sexual harassment. 
The personal characteristics of the victim inc
appearance, beautiful or handsome children, and how to dress.
Passive children, children who tend to be difficult to resist or 
avoid when faced with situations that are not comfortable for 
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ABSTRACT 

The Indonesian Child Protection Commission (KPAI) notes that for the last 4 years 
violations to children has continued to increase. Categories of violence against children, including 
family violence, educational institutions and pornography and cyber crime. The main factors that make 
children vulnerable to sexual harassment are the characteristics of personality that sneezes from the 
perpetrators of sexual harassment, the behavior of children who are easily close to strangers, children 
who are passive, and children with poor family background. In this study the authors use 
analysis method to analyse various kinds of favorable, threatening, internal factors and external factors 
of online social media use by children. In this research helpful factor has score of 1280 scoring, a 
harmful factor has a score of 1330 scoring, internal factors have a score of 1285 and external factors 
have a score of 1325. So that the authors concluded that the use of social media for children should not 
be done. 

The Indonesian Child Protection Commission (KPAI) notes that 
violations to children has 

continued to increase. The average increase in cases started in 
2011 as many as 1,000 cases of violence. Categories of 
violence in children, including family violence, educational 
institutions and pornography and cybercrime. Special violence 
on children triggered by social media and internet as many as 
322 cases in 2014. The number continues to rise from the year 
2011 about 100 cases. Sexual crimes via the Internet are high 
case categories. Such as the number of victims of sexual crimes 
continue to rise. Until 2014 there are 53 children who become 
victims. While the perpetrators of sexual crime online there are 
42 children, child victims of pornography from social media 
there are 163 people. Last child offender’s ownership of media 
pornography in the video and uploaded on social media there 
are 64 children. To what extent do social and internet media 
encourage violent and sexual crimes in children? How is the 

lnerable to sexual 
harassment are the characteristics of personality that sneezes 
from the perpetrators of sexual harassment, perpetrators of 
sexual violence is usually a very normal figure in plain sight, it 
is very difficult to distinguish from normal people in general, in 
addition to the characteristics of personality characteristics 
possessed by perpetrators of abuse, personal characteristics of 
the victim also usually can be a trigger of sexual harassment. 
The personal characteristics of the victim include physical 
appearance, beautiful or handsome children, and how to dress. 
Passive children, children who tend to be difficult to resist or 
avoid when faced with situations that are not comfortable for 

him, usually also can be victims of sexual harassment
of this type will tend to be quiet and difficult to have initiatives 
to seek help actively when abuse is occurring.
 

Children with poor family backgrounds, especially street 
children, are particularly vulnerable to easy prey for men with 
this sexual disorder. With the lure of money and various gifts 
from the perpetrator, many children are deceived and eventually 
become victims. Not infrequently the victim was forced to 
serve the desire of the perpetrator for being threatened.
 

SWOT Analysis is an abbreviation of Strengths, Weaknesses, 
Opportunities, and Threats. This analysis was formulated 
around the 1960s and was popularized by the legendary 
management consultant from the United States named Albert 
Humphrey. Subjects analysed can be products, pe
(people), companies, places and so forth. SWOT analysis is 
widely used because it is simple and easy to apply. While 
SWOT Analysis is more often applied to business strategy 
decisions, SWOT analysis can also be used to make decisions 
related to everyday life. 
 

SWOT Analysis 
 

SWOT analysis is a strategic planning method used to evaluate 
strengths, weaknesses, opportunities (opportunities), and threats 
in a project or a business speculation. The four factors that form 
the SWOT acronym (strengths, 
threats). This process involves specifying the specific 
objectives of business or project speculation and identifying 
internal and external factors that support and which are not in 
achieving a particular goal. 
 

SWOT analysis is a classical strategic planning instrument 
using a framework of strengths and weaknesses and external 
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internal factors have a score of 1285 and external factors 
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opportunities and threats (Hovland, 1960). This instrument 
provides a simple way to estimate the best way to implement a 
strategy. 
 

The SWOT method was first used by Albert Humphrey who 
undertook research at Stamford University in 1960-1970 with 
an analysis of companies sourced in Fortune500. Nevertheless, 
if drawn further back this analysis has been around since the 
1920s as part of the Harvard Policy Model developed at 
Harvard Business School. 
 

SWOT analysis results in the form of directives / 
recommendations to maintain strength and add advantage of 
existing opportunities, while reducing shortcomings and 
avoiding threats. If used correctly, a SWOT analysis will help 
to see the forgotten or invisible sides. 
 

The SWOT analysis can be applied by analysing and sorting 
things that affect the four factors, then applying them in SWOT 
matrix images, where the application is how strengths are able 
to take advantage of existing opportunities, how to overcome 
weaknesses that prevent the advantages of opportunities, and 
then how strengths are able to deal with existing threats, real or 
create a new threat. 
 

To determine the criteria for readiness, care must be taken to 
ensure accuracy, prudence, knowledge, and experience in order 
to obtain an appropriate measure of readiness. Weakness or 
threats expressed on internal factors and external factors that 
have an inadequate level of readiness, called the problem. As 
long as there is still a function that is not ready or there is still a 
problem, then the target that has been set allegedly will not be 
achieved. 
 

Once the factor of factor readiness is read through the SWOT 
analysis, the next step is to choose alternative problem-solving 
steps, i.e. the actions needed to convert the unprepared function 
into a ready function and optimize the ready-made function. 
 

Social Media 
 

The importance of relating social networking media to the 
public sphere of mass communication is derived, first of all, 
from the slow but steady demise of traditional media’s 
capacities to reach out and thereby potentially include the 
political community at large in processes of democratic will 
formation. The link between national mass media and the 
national mass audience has been considerably weakened in 
Europe as an effect of increasing global media competition, the 
de-regulation of the media markets, the pluralization of media 
products and the corresponding segmentation of audiences. 
This undermining of the ‘masses’ as a constituting element of 
‘media’ is happening concurrently with the general 
transformation of the nation-state’s position as the uncontested 
framework for peoples’ lives. Many citizens in Europe move 
professionally, personally or culturally within a transnational 
social reality, are affected by new configurations of economic 
power or witness the transfer of political authority to 
supranational political bodies. The notion of a unitary link of 
political, social and cultural representation of the political 
community that was provided by the national public sphere of 
mass attention is contested, and new media formats are tested 
out that flexibly respond to the notions of a more active 
population of consumer citizens. This raises a fundamental 
question regarding the relationship between civic engagement, 
the new emerging media environment and the public sphere. 
(Givskov, 2014) 
 

Social media is a mobile and web technology that individuals 
and communities use to share, build, discuss, and modify user-
generated content (Kietzmann, 2011). Communities that use 
online forums and blogs thrive like the conventional 
community. This community develops a formal or informal 
hierarchy that is generally recognized by all members. 
 

Discussion forums populated by user communities interested in 
particular subject matter offer an opportunity for employers to 
create and capture value. Membership provides instant overlap 
between employers and other community members. 
Membership gives stakeholder status to entrepreneurs. An 
entrepreneur has the opportunity to demonstrate their tacit 
knowledge through contributions to society. Establishing 
credibility through contributions provides status, which in the 
professional user community, can generate opportunities for 
value creation and capture. 
 

Many professional communities occupy space in online social 
media. Most of these communities have a kind of discussion 
forum where members share perspectives, ideas, suggestions, 
and tools related to their professional interests in a particular 
field. Membership provides an opportunity for employers to 
make direct contact with other members. As a result, there is no 
such thing as a "cold call" in the neighbourhood. If the 
customer recognizes the entrepreneur as a person skilled in the 
art and is believed to be able to solve their problems, they will 
tend to buy products from them. 
 

Membership in a social media community composed of 
professional international users offers entrepreneurs the means 
to interact with potential customers, partners, and other 
stakeholders at little or no cost. Entrepreneurs demonstrate their 
tacit knowledge directly to community members through the 
contributions they provide to the community. This contribution 
can be a solution to a problem, tool, or a specific service. 
 

Sexual Abuse on Children 
 

Sexual harassment / sexual violence is an unwanted sexual act 
by the victim that damages both physical and mental damage to 
the victim. Mental damage is usually a form of shame, sense of 
helplessness, insecurity, and hurt. If viewed from a legal point 
of view, then the age category that the victim is called a minor 
is if the victim is under 18 years old (Act No. 1 of 1974 on 
Marriage and Child Protection Act). 
 

There are two types of sexual abuse, namely physical and 
verbal. Physical sexual abuse is characterized by the sensual 
touch that the victim does not want in the areas of the victim's 
body. While verbal sexual abuse is characterized by sensual 
words (can be either advances or negative comments) addressed 
to the victim. 
 

The psychological impact on the victim of sexual harassment is 
usually no different when viewed from the child's gender. The 
impact will look different when viewed from the characteristics 
of the child's personality / temperament. Children who tend to 
be open, adaptable and positively charged will tend to recover 
more easily from their trauma. While children who tend to be 
closed, difficult to adapt, are charged with negative and 
sensitive energy will take a longer time and greater effort to 
recover from their trauma. 
 

The state of trauma caused by the incidence of sexual 
harassment / violence can be seen from the victim's behavior. A 
child who is in a state of trauma usually indicates a decrease in 
activity degree, decreased interest in socialization, a nightmare, 
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an increase in anxiety behaviour or fear of things that he was 
not worried about, and even difficulty sleeping. If it is not 
immediately handled, then the child will not be able to adjust 
and perform daily activities in accordance with his age. This 
has a very big impact on the optimization of child growth. 
 

The symptoms and signs of a child who is sexually abused are 
not always clear. There are children who keep their sexual 
harassment secret by being nice and obedient. Signs and 
indications of sexual harassment include bruises on genitals or 
mouth, urinary irritation, venereal disease, and unconscious 
sore throat can be an indication of oral sex. 
Generally, children who become victims of sexual abuse will 
experience drastic changes in behaviour. If the child is very 
cheerful and happy to play, he suddenly can be a quiet child, 
lazy to school, and have excessive fear. 
 

SWOT Analysis of Online Social Media Usage 
 

To get a good conclusion, we need information about the 
influence of online social media on children. These factors are: 
 

Strength 
 

Strength or Strength of Social Media use in children include: 
(1) Online Communications. (2) Friends Interaction Online. (3) 
Adding Friends and Online Communities. (4) Getting 
Entertainment. (5) A Place to Express Yourself. (6) Places to 
learn using internet technology. (7) Encourage learning. (8) 
New social facilities. 
 

Weakness 
 

Weakness of the use of Social Media in children, among others: 
(1) Make social characteristics diminished. (2) Breaking the 
family relationship. (3) Pseudo Socialization. (4) Pornography. 
(5) Trigger Autism attitude. (6) Makes the child's emotions 
weaken. (7) Physical Decline. (8) Obesity. 
 

Opportunities 
 

Opportunities to use Social Media in children include: (1) Can 
encourage users to create a character and see the direct 
interaction of the reader. (2) The existence of social media, 
indirectly can also be a media to foster interest in reading. (3) 
Any additional 30 minutes of time spent playing the gadget can 
increase the risk of speech delay or speech delay by up to 49 
percent. (4) Continuing Lesson Discussion. (5) Organize 
Learning Resources. (6) Supporting Learning Materials. (7) 
Increased Insight. (8) Social Media Marketing Capabilities. 
 

Threats  
 

Threats of using Social Media in children include: (1) Hate 
speech. (2) Indulgence Secrets. (3) Triggering Crime. (4) Fraud. 
(5) Sexual harassment. (6) Misuse of data. (7) Cyberbully. (8) 
Kidnapping. 
 

A list of the factors under consideration of the analysis in this 
study can be represented in the following SWOT table: 
 

Table 1 SWOT table of Online Social Media usage on children 
related to sexual harassment. 

 

 Helpful Harmful 

In
te

rn
al

 O
ri

gi
n 

Strengths: Weakness: 
1. Online communication. 
2. Friends Online Interaction. 
3. Adding Friends and Online 
Communities. 
4. Getting Entertainment. 
5. A Place to Express Yourself. 
6. Place learn using 

1. Make the social nature 
decreases 
2. Stretch out family relationships 
3. Pseudo socialization 
4. Pornography 
5. Trigger Autism attitude 
6. Makes teen emotions weaken 

internettechnology. 
7. Encourage learning 
8. New social facilities 

7. Physical Decline 
8. Obesity 

E
x

te
rn

al
 O

ri
g

in
 

Opportunities: Threats: 

1. Encourage users to create characters 
in writing 
2. cultivate interest in reading 
3. increase the risk of late talk 
4. Continue the Lesson discussion 
5. Organize Learning Resources 
6. Supporting Learning Materials 
7. Increased Insight 
8. Social Media Marketing 
Capabilities 

1. Hate speech 
2. Indulgence Secrets 
3. Triggering Crime 
4. Fraud 
5. Sexual harassment 
6. Misuse of data 
7. Cyberbully 
8. Kidnapping 

 

After knowing the factors that help, harm, as well as internal 
factors and external factors can be made a table to make an 
assessment of the factors that have been found. Table 2 is the 
score table of factors online social media usage on children. 
 

Table 2 The score factor of online social media usage on 
children related to sexual harassment through social media 

 

No. Description 
Score Factor (0-100) 

Strengths 
(A) 

Weakness 
(B) 

Opportunities 
(C) 

Treatments 
(D) 

1 Online Communication 80    

2 
Friend Interactions 

Online 
75    

3 
Adding Friends and 
Online Communities 

75    

4 Getting Entertainment. 75    

5 
A Place to Express 

Yourself. 
75    

6 
Where to learn to use 
internet technology. 

80    

7 Encourage learning 85    
8 New social facilities 75    

9 
Makes social properties 

less and less 
 85   

10 
Stretch out family 

relationships 
 90   

11 Pseudo Socialization  75   
12 Pornography  90   
13 Trigger Autism attitude  85   

14 
Makes teenage 

emotions weaken 
 80   

15 Physical Decline  80   
16 Obesity  80   

17 
Encouraging users to 
create characters in 

writing 
  85  

18 Grow interest in reading   85  

19 
Increase the risk of late 

talking 
  90  

20 
Continue the Lesson 

discussion 
  75  

21 
Setting Learning 

Resources 
  75  

22 
Supporting Learning 

Materials 
  80  

23 Increased Insight   85  

24 
Social Media Marketing 

Capabilities 
  85  

25 Hate speech    80 
26 Indulgence Secrets    75 
27 Triggering Crime    85 
28 Fraud    85 
29 Sexual harassment    90 
30 Misuse of data    75 
31 Cyberbully    80 
32 Kidnapping    95 

Total: 620 665 660 665 
Helpful (A+C): 1280 
Harmful (B+D): 1330 

Internal Origin (A+B): 1285 
External Origin (C+D): 1325 

 

From the table it can be seen that the threat factor has a higher 
assessment than the factors that benefit the user, the favourable 
factor has a score of 1280 assessment and the threat factor has a 
score of 1330. Of the overall factor more derived from external 
factors with a score of 1325 than the internal factor with a score 
of 1285. Therefore, in this study can be concluded that the use 
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of Online Social Media for children should not be done because 
it can harm users. 
 

The disadvantage is to make social traits diminish, stretching 
family relationships, false socialization, pornography, 
triggering autism, weakening teen emotions, physical decline, 
obesity. In addition to harming, the use of social media for 
children also still have threats, namely, hate speech, secret 
sparking, triggering crime, fraud, sexual harassment, abuse of 
data, cyberbully, kidnapping. 
 

DISCUSSION 
 

The use of Online Social Media by children has a positive 
impact such as online communication, online interaction with 
friends, adding friends and online communities, getting 
entertainment, a place to express yourself, where learning to use 
internet technology, encouraging new social learning. 
 

At the same time, the use of Social Media Online by children 
also has a negative impact, which makes the social nature 
diminishing, stretching family relationships, false socialization, 
pornography, triggering the attitude of autism, making teenage 
emotions weakened, physical decline, obesity. 
 

Based on the above two factors the authors suggest that the use 
of Social Media Online by children should not be done because 
the use of Social Media Online has many negative impacts, 
including the potential for child sexual abuse. 
 

CONCLUSIONS 
 

By using SWOT analysis, it can be seen that online social 
media use has the potential to cause sexual harassment. This is 
shown in the description in table 2 of numbers 9, 10, 12, 26, 28, 
29, 30, 31, 32. 
 

In this research the favourable factor has a score of 1280 
assessment and the harm factor has a score of 1330. So that 
author concludes that the use of social media for children 
should not be done, because the scoring of factors that endanger 
greater than the score of the valuable factor assessment. 
 

Of all factors, internal factors have a score of 1285 and external 
factors have a score of 1325. So, in this study concluded that 
the factors that affect children in online social media come from 
external factors. Because the external factor assessment score is 
greater than the internal factor. Social media that can be used 
for sexual harassment are twitter, Facebook, Instagram, path, 
etc. 
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